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ODbjectives of Homeland Defense C2 ACTD

 Demonstrate new concepts for command and contr ol

— for warning and coordination of escalating defense of the
U.S against unconventional threats

— among DoD and its partners (federal, state, local, private)

— concepts that will work regardless of the organizational
outcome of the HLD evolution

« Demonstrate key technologiesthat will assurethe
Integrity of C2 and situational awar eness

— during periods of intense disruption to homeland
Infrastructure




Homeland Security - Definitions

« Homeland Security: “the prevention, deterrence,
and preemption of, and defense against aggression
targ_eted at U.S. territory, sovereignty, population
and infrastructure as wéll as the management of the
consguences of such aggression and other
domestic emergencies’ It Includes. ..

« Homeland* Defense: “the prevention, deterrence,
preemption of, and defense against direct attacks
amed at U.S. territory, population, and
Infrastructure”

e Civil Support: “DoD support to civilian
authorities for natural and manmade domestic
emergencies, civil disturbances, and designated
law enforcement efforts”

QDR team definition
* For DoD, homeland includes Canada & U.S. territories



Threats and Vulnerabilities
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Homeland Defense Vulnerabilities

 Non-interoperable DoD, government, civilian systems

« Complex technical, policy, legal interagency
coordination issues

 DoD reliance on civilian/commercial infrastructure
* Internet (superb C2 system) relies on 13 “key” nodes

e > 22K cyber attacks on DoD systems in ‘99,
> 23K In first half of '01

- “I Love You” virus contaminated over 1 million computers in 5 hours

* National health care system at 95% capacity

 Ineffective early BW threat assessment capability

 Widespread availability & low cost of NBC &
Information technology

- Russian BW program created enough anthrax to kill world’s po?ula';ion
four times over. $250K investment can produce anthrax simulantin 3 weeks

- 1500 tons nuclear material in Russia

Defense Science Board 2000 Summer Study, “ Protecting the Homeland” , Feb 2001



The Politics



Numerous Approachesto HLD M anagement
* Create National Homeland Security Agency
e Give National Guard the lead, with Reserves in support
 Createa“CINC Americas/ HLD Command”
 Structure active forces around one MRC plus HLD/LRCs

But threethemesremain consistent acr oss
management schemes

e Overall C2 must be “coordinated” across 40+ agencies
* need integrated warning / information / coordination system

e 7/ CINCs may be involved in response to HLD threats
* Responsibilities should be allocated as:

» Federal - deterrence, prevention, preemption, attribution, retaliation
o State/ Local - first response, conseguence management
* Private Sector - defense & response to cyber & biological attack




Concepts of Operations
to fit any of the options



Homeand Defense C2

What are possible new C2 Concepts?

« Coordination of concurrent operations between
multiple supported CINCsand agencies.....

— parallel operations, “ composite warfare command”
« analogous to Federal Response Plan for disaster relief

— CONOPs for various degrees of conflict and
Infrastructure disruption

e DoD in a supporting role to civilian agencies in some areas,
and a lead role in others

— Intelligence coordination across dissimilar domains

o Significant reliance on the commercial infra-
structure (where most of the players reside,
including local incident personndl), augmented by a
HLD core* in the DoD Global Information Grid

* We'll get to the new technology in a few minutes.. . .
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DoD Federated HL D C2 Framework
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Status of DoD’s response capability

not'national*) r Y notinational))

* national = federal + state (incl nat’'l guard) + local



HLD C2 Concept of Operations

GCCS

CINCPAC, CINCSPACE JOINT STAFF, CINC

CINCSOUTH CINCNORAD CINCSTRAT JFCOM CINCTRANS

INFOCON: BRAVO DEFCON: BRAVO INFOCON: BRAVO DEFCON: BRAVO INFOCON: BRAVO DEFCON: BRAVO INFOCON: BRAVO DEFCON: BRAVO INFOCON: BRAVO DEFCON: BRAVO

S+ Civil Participants % —_COORDINATE, COMMAND S+ Natignal Guard_

%0 80 g " B0 g

Decision

Threat ' i
Tracking A R i o Support
Response Response Response Response

Team 1 Team 2 Team 3 Team 4




Analogous Distributed CONOPS for Disaster Response
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The Technologies



Critical Capabllitiesfor
Homeand Defense C2

« Wedonot plan totakeon either thefull

breadth of Homeland Defense or awide variety
of technologies

— thereisalot of money focused at BMD, U.S. Air
Defense, & Force deployment coordination

e Weintend tofocuson three key technolo
areas in which risk must bereduced before an

Integrated C2 capability for Homeland (or
global) defense can be constructed



Three Critical Capabilitiesfor
Homeand Defense C2

e ASSURED CONNECTIVITY: Situation assessment
and coor dination across National Command and the
CINCs, Services, Agencies, Departments, States, Law
Enforcement, etc during high network disruption

e ATTRIBUTION: Capability to assess and track the
threat across multiple information domains, and
provide high-confidence, timely alerts

e CRISISCOORDINATION -- FIRST RESPONSE

THROUGH CONSEQUENCE MGMT: _
Provide coordinated response to contain/ neutralize

threats and recover from damage




First Critical Capability

« ASSURED CONNECTIVITY: Situation assessment
and coor dination across National Command and the
CINCs, Services, Agencies, Departments, States, Law
Enforcement, etc during high network disruption

- Enabling Technology Areas

— asecure, survivable inter-agency coordination network
— built through the commercial infrastructure

— with military network augmentation (GIG*) as needed to ensure
availability.

— Dynamic, assured qu_alitg of service data, voice, video,
mug_l Imedlaconferenm ng & streaming data for disadvantaged &
mobile users

— Defense-in-Depth and redundant failover options for the
National and Defense Information Infrastructures (NI, DII/GIG)

* sSurvivable subnet of the Global Information Grid



Homeland Defense C2
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Summary: First Technology Challenge

Assured connectivity, situation assessment & coordination

e Defense-in-depth: | I! |
C2
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Quality Converged Information Servicesfor Critical Disadvantaged Users
High quality of service data, voice, video,
streaming for disadvantaged users
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First Technology Challenge

Assured connectivity, situation assessment & coordination
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Quality Converged Information Servicesfor Critical Disadvantaged Users
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Second Critical Capability

ATTRIBUTION: Capability to assess and track the
threat across multiple information domains. and
provide high confidence, timely alerts

— cyber, terrorist, chem/bio/WMD, air, space, land (& sea)
— detection, forensics, tracing, correlation
— legal review

Enabling Technology Areas

— datamining & correlation tools across cyber, intelligence, law
enforcement, & BW databases

— Influence networks for counter-“ effects-based operations’

— new methods of threat visualization & prediction, especially
as it relatesto critical infrastructure & ops

— automated alerting & warning using JBI publish/subscribe
technology.



Second Technology Challenge

Assessing & tracking the threat across multiple fronts

RT multi-agency collaboration,
correlation of cyber to other
unconventional threats, |& W

— Data harvesting, mining, and
patter ning acr oss cyber, law

enforcement, military intel & BW Sitn Assmt Sitn Assmt

databases
* A quality of cross-correlation so that portal S portal S

threats ¢an be localized

* Human factors assessment tools Ic
» Automated foreign lang trandators GNOSC FEMA LEAS

* Audio/text/video streaming & - HLD
integration from int. sources Coordinatiqn State & Loca
. . Aut t
« Cyber attack profiling/patterning = Network uthorities

» COA recommendations and

Sitn Assmt
portals

~= 0 —0
—~+= D —Q

dissemination e e Y Do Global FEMA & 40+
— Decision support gridsfor 1D of Ops Center C2 System N
tar gets, pressure points, threat U
vulnerabilities, threat prediction AN @
. Fl’lendly critical infrastructure NORAHICPACE ',‘ e “h ‘ \ Civilian Ygencies
| nﬂ uence netWOF kS Command Cenf jr D enteNMET Globa_l Netwoxk Opns &
» RT network activity monitoring Theater CING g\lFD/CAN Command Celytey SeL:\:IIty CenteNehNesY)
o g ng|e p| Cture bi g_board Command CenteOps Center Intel
visualization NEE S Regional Air e Intel
. . Ops Centers  “Theater CINC S
— Automated alerting & warning theater CNC QIR
usp}g JIBI publish/subscribe @ @
technology

— based on USSPACECOM 1SC2
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Third Critical Capability
e CRISSMANAGEMENT -- FIRST RESPONSE
THROUGH CONSEQUENCE MGMT: |
Provide coordinated response to contain/ neutralize
threats and recover from damage

— C2 for CINCs, regional coordinators, incident commanders

and first responders ... ability to raoidly and reliably
transfer/share info with federal, state, local response partners

— conseguence management C2
— reachback support

 Enabling Technology Areas
— crisis coordination across dissimilar response domains
— conseguence mgmt computational & prediction aids
» Wrapper technology to integrate legacy & new models

— Information products compression & realtime servicesto
sugf)ort warfighter reachback interaction with models,
analysts & digital archives. Expansion from CINC 21
collaborative applications as basic web services



Notional top-level HL D Portal

with drill-down to responders acr oss domains
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The Response Team Baseline: CRASOC? p
selected tools from DARPA and Services prototypes
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Joint Task Force-Civil Support
Conceptual C2 System Architecture
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Demonstrations, Residuals, and
Programmatics
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Homeland Defense C2 ACTD

Demonstrations

e Year 1:
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h
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Federal Government State/L ocal Gover nment Private Sector
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* prevention * conseguence * bio defense & response
* preemption management
* attribution

e retaliation REGIONAL & INCIDENT RESPONSE TEAMS




Homeland Defense C2 ACTD

Products & Residuals

e Residuals

— Network assured delivery and performance for HLD crisis teams
via the DISN Core backbone

— HLD Threat Assessment and Response Coordination

Software for the IC and DoD (ICIS, GCCS)
— Command Center Capability for Joint Staff or HLD lead CINC
(if identified)

— Transportable C2 package for Joint Response Teams
(e.g., JTF-Civil Support)

e Transitions

— DISA, and Services participants lead DoD HLD C2 technology
transition (e.g., GCCS, DISN, JTF-CS JOC)

— NSA lead IC HLD C2 technology transition
(e.g., NSOC, DIA, CIA, JIOC; JWACQC)



HLD C2 Project Management

Oversight

DUSD (AS& C)

CINC JFCOM, CINCSPACE, CINCSTRAT
DISA, NSA, Services C2 reps

L ead Agencies/Transition Mgrs Lead CINC/
Air F DISA NSA Operational Mgr
Ir Force, : (USIFCOM)
Technical Managers Operational M anager
(DISA/AITS-JPO/NSA) (JFCOM J33)

| TM-Network & C2 | T&E Agent - AFOTEC

DISA Advanced IT JPO

| |TM - Information Operations Other Participants-
TBD - NSA USSPACECOM/CMOC

—1 USSPACECOM/JTF-CNO

— : USSTRATCOM J6
é)rfgiﬂegﬁrnté%%%%s; JFCOM/JTF Civil Support

— BMDO, DTRA
USAF AC2ISRC
Dept of Navy CIAO, SPAWAR




Costs by Capability

«Capability 1 - HLD Network

Network Components
Network Engineering
JTF Comm/LMR gateway
Demo development

DISN Transition

«Capability 2 - I&W

Threat Tracking Center
Threat Tracking/Alert tools
Demo development

IC Community Transition

«Capability 3 - HLD C2/CM

CINC CC Components
JTF-CS Components
Demo development
GCCS/Services Transition

Network*, Demos, OM Eval

*TOTAL: $51.0M

FYO2 FYO3 FYO4 FYO5S FYO6 TOTAL
$3.0M | $2.9M [$2.9M | $2.0M | $2.0M | $12.8M
1.0 9 9 A A 4.2
1.0 1.0 1.0 A A 4.4

A5 A5 A5 4 A4 3.05

.25 .25 .25 e
2 2 4

$4.5M | $4.5M | $4.4M | $3.0M | $3.0M | $19.4M
1.5 1.5 1.4 1.0 1.0 6.4
2.5 2.5 2.5 7.5
D D D 1.5
2.0 2.0 4.0

$3.5M | $3.5M |$3.5M | $2.5M | $2.5M | $15.9M
1.7 1.7 1.7 5.1
1.3 1.3 1.3 3.8
5 5 5 1.5
2.5 2.5 5.0

$0.7M | $0.8M | $0.9M | $0.5M | $0.5M | $3.4M

$11.7M $11.7M $11.7M $8.0M $8.0M $51.0M

*includes operating cost for DISN




Proposed Funding

(in millions)
Organization FYO02 FYO3 FY04 FYO05 FYO06 Total

OSD (DU-SD/AS&C) $ 40($ 40|% 40($ 25|% 25|%$ 17.0
DISA (AITS-JPO) $ 25|% 25|% 25(% 20|%$ 20]|% 115
NSA $ 25|% 25|% 25|% 20|% 20]% 115
BMDO $ 05|% 05|% O05|%$ 05|% 05| 25
AC2ISRC $ 01|%$ 01|% 0.1 $ 0.2
Misc Contributions * $ 21|%$ 21|%$ 21|%$ 10|%$ 10|% 83
Total $ 11.7|% 11.7]% 11.7($ 80|% 80|% 51.0

* Currently coordinating with DOMS, DON CIAO, SPAWAR, AFRL,
DTRA, JFCOM, SOCOM, Army CID/CCIU for $8.3M over 5 years

Total Estimated Project Cost: $51M




Program Risks

Technology risks: low /

— All components either operational prototypes or pre-production
— Build upon existing network & C2 infrastructures

Program management risks. low /

— Numerous communities, participants, stakes, goals, interests,
agendas, etc at play

HLD Legal and policy risks: high
— ACTD isminimally sensitive to CONOPs chosen
— Mitigate by addressing at some level but don’'t dwell

Cost and schedulerisks: low /

— Agencies will manage own pieces to product delivery

— Network configuration will be limited by op costs. Core network
availability being negotiated with DISA'N




Why isthisACTD important?

« Everything here will help ensure our connectivity
between DoD CONUS resources, plus reachback support
connectivity to Overseas CINCs

— Most of DoD’ s networks are built on the vulnerable, commercial
infrastructure!!!

e The capabilities will be valuable to warfightersat home
and abroad, even while the debate on policy
development and organizational control for “homeland
defense” continues

— e.g., natural disaster response coordination
— e.g., USSPACECOM assured warning dissemination

— e.g., USSTRATCOM assured EAM dissemination
— e.g., cross-domain threat warning & attribution inthe IC



Payoffs & Summary
 ThisACTD will demonstrate:

— An assured way to dynamically redistribute DoD’ s critical
Information flowsinacrisis

— A first cut at capability to execute a new complex, cross-
mission-area, multi-threat, coordinated national operation

— Greater confidence in continuity of disbursed operationsin
the kind of crisis that we have never seen before!

* Thethreat Is unpredictable, but prudent |
preparedness says that some coordinated nation-
state or terrorist attack 1s highly likely to happen
In the next decade

— ThisACTD will take 3 years to capability demo and at least
5 years to production

— That is the median expected date for something to happen . .



Questions?

+ A

“Only the dead have seen the end of war” - Pl ato, circa 500 B.C.

|




BACKUP SLIDES



Terrorism against U.S. citizens

o 250,000-300,000 terrorist acts against Americans
worldwide over the past 20 years
— Fewer than 3,000 committed abroad

— 1,500 Americans have died in unpredictable incidents --
mostly bombings (600 in Lebanon Marine barracks and

Pan Am 103)
« Political beliefs have little to do with domestic
terrorism

— largest categories are racial/ethnic crimes, religious, and
anti-gay. Many were spur-of-the-moment acts

— 12,000 anti-abortion incidents from 1984-2000

— no statistics on other types (e.g., high school shootings,
civilian/police viol enceg)

10,000 R Anti-abortion W
No. of 1,000 /’\ﬁ Anti-gay
terarcotht 100 Deaths from Agfti-AXaerican acts worldwide
UsMC Okla City Kenya
10 Legirion P(A271é))3 (168) Ta(ré%)?gla
1 1980 (4D 1085 1990 1995 2000

* Rodger Doyle, “The Americal Terrorist”, Scientific American, June 2001



Considerationsfor a Presidential Action Plan

Threat of asymmetric attacks on American homeland,
either by nation-states or terrorist organizations, is real and
will increase during the next decade

Federal gover nment will play the leading role in deterrence,
prevention, preemption, attribution, and retaliation

State and local gover nment assets (incl National Guard)
will play the lead role in first response and conseguence
management

Private sector will play acritical operational role,
B_artlcularly In defending against and responding to cyber and
lological attacks

An integrated war ning/infor mation/coor dination system
IS required to ensure effective use of resources to mitigate
effects during and after large-scale attacks or campaigns

Col Randall Larsen & Dr. Ruth David, “ Strategic Review” , Fall 2000 edition



National Defense Pandl, Dec ‘97
“National Security in the 21st Century”

A Transformation Strategy for the Unified Command Plan

— Four (vice current five) geographic Unified Commands:

« Americas Command (incl SOUTHCOM, Homeland Defense Command, and
NORA Dt) includes all Americas & U.S. ocean approaches and assumes Mllltary
Support to Civil Authorities (MCSA) role from Army.

« EUCOM extended to included Russia & other former Soviet, Egypt, Jordan, Sudan;
PACOM assumes responsi bility for Pakistan; CENTCOM focus on oil sources of
Persian Gulf & Caspian Sea - _Iglves up the above states and adds former Soviet
Caspian Sea area states STRATCOM, SOCOM continue current responsibilities

— JFCOM is common force provider (active & reserves) to al other commands;
develop & validate Joint Doctrine; conducting & overseel n?\lall oint/combined
experimentation. Gives up conflicting role as supported Cl 8to NATO)

e CINCLANTFLT becomes SACLANT

— LOGISTICS COMMAND would provide global logistics, transportation &
asset visibility operations ... focus on rapid force ?rOJ ection with smaller
footprints & leverage industry innovations & prac

« TRANSCOM plusDLA

— SPACECOM provides global awareness, space ops, information superiority,
and manages global information infrastructures for the geographic commands

e subsumes DISA




Hart/Rudman Commission, Jan 31, 2001

" Roadmap for National Security: |mperative for Change”

« Recommend create a National Homeland Security Agency
(NHSA) with Cabinet status

plan, _ct;oordi nate, integrate U.S. Government activities involved in homeland
security

built on FEMA, with the three border security organizations transferred to it
(Coast Guard, Customs, Border Patrol)

 New prioritiesfor the U.S. Armed Forces

* highest priority

eplace “two-major-conflict” force structure planni n? with _
“one-major-conflict plus homeland defense plus smaller contingencies’

National Guard be given homeland security as a primary mission per the U.S.
Constitution (natural, manmade, and/or WMD-triggered disasters)

Other forces are "homeland security” (reserves plus active forces augmentation
supporting NHSA), “strategic nuclear”, “expeditionary”* (rapid, light deploy-
ment), “conventional”, or “humanitarian”

Unify Space: transfer DoD “ Space Architect” to NSC staff to lead

Faster response to threat: employ a“two-track” acquisition system --
one for major acquisitions and a'second “fast track” for alimited number of
potential breakthrough systems, especially in the area of C2

— Foster innovation by directing a return to the pattern of increased prototyping
and testing using broad industrial base vice “ defense industry”

for DoD forces



Background

mThe United States military has a
long history of providing support
and assistance to domestic civil
authorities during emergencies and
other instances of national concern.

> Assists relief agencies during
natural disasters

> Provides counterdrug support to
federal law enforcement agencies

> Logistics, Security, and
Consequence Management support
to Civilian Authorities during High
Vis special events.

mCivilian relief or law enforcement
officials remained firmly in charge.



Background cont.
Presidential Decision Directive 39

mDefines the United States policy on counter-terrorism.

mThe intent is to deter, defeat, and respond vigorously to
all terrorist attacks on U.S. territory and against our
citizens, or facilities, whether they occur domestically, in
International waters or airspace, or in foreign territory.

mThe U.S. shall have the ability to respond rapidly and
decisively to terrorism directed against us wherever it
occurs, to protect Americans, arrest or defeat the
perpetrators, respond with all appropriate instruments
against the sponsoring organizations and governments
and provide recovery relief to victims, as permitted by
law.



Department of Defense’' s Role

DOD directives 3025.15 and 2000.12 and the Chairman Joint Chiefs of
Staff CONPLAN 0300-97, and on approval by the Secretary of
Defense, will provide assistance to the LFA and or the CONPLAN
Primary agencies, as appropriate, during all aspects of aterrorist
Incident, including both crisis and consequence management.

DOD serves as a support agency to:
= Crisis Management: FBI for technical operations.
» TEU
» EOD
= Consequence Management: FEMA for support operations.
» JTFICS
» CBIRF
» SRTs
» NGCST



| nter-agency CONOPs for Homeland Natural Disaster Response
the FEMA “Eederal Response Plan”

Emergency Support Functions (ESFs)
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Chain of Command

CoM Federa

| NCA
State Director SecDef

FEMA
/| CJCS
FEMAHQ | . ATSD s
Emergency*|"
Spt Tm
JFCOM -
I JSOTF

isaster Field Office
Fco| DCO—
mmt Cdr
[
i @‘H% Response

Units

mmmm==_ Chain of Command

“®** Coordination



Conductivity

NCA
SecDef

SIPRNET
l Stu 1

JFCOM
JOC

Commercial/Cdl Phone

*BSl can support SIPRNET

and Stu |11 capability if available
*Not deployable to the incident site

I Unclass internet(est.nomepage)



Military Need

> Ability to rapidly and reliably transfer/share information with
response partners

=_ocal

= State

= Federdl

» Compatible communications infrastructure
=Non-Secure
=Secure link

USCINCJIFCOM ' s JOC focal point for coordination of requested
DoD support to Civilian Authorities



First Technology Challenge
Related NCS Efforts and a potential transition

» Classified programs exist to assure voice/data
connectivity to selected government & military personnel
dur_ln_ct;_ National Security & Emergency Preparedness
activities (e.g., SRAS, CWIN~*)

» they are point-to-point voice / data (64kbps)
» none directly address multipoint or multicast |P network traffic
» there is no accessible, inter-1SP QoS capability in the Internet

« Results of the ACTD can serve asrisk reduction for
NCS' s negotiations with NSP</1SPs for a standards-based

iastsure(:lt Internet capability ... and for the Services Virtual
ntranets

* Jecial Routing and Access Service, Cyber Warning I nformation Network



Quality Converged | nformation Servicesfor Critical Disadvantaged Users
High quality of service data, voice, video,
streaming for disadvantaged users
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Quality Converged I nformation Servicesfor Critical Disadvantaged Users

Defense-in-Depth & Redundant Failover
of Defense & National Infrastructure

Survivable
GBS/ IDM
OCONUS
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Assured connectivity, situation assessment & coordination

 3rd-generation
Portal-based,
decision-centric
virtual workspaces

single sign-on
personalization

content
management

federated,
cooperating portals

distributed
collaboration

format adaptation
(including security,
language translation)

load-balancing &
bandwidth adaptive
distribution

traffic analysis

content adaptation
to patterns, users
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Third Technology Challenge

Consequence Mgmt Computational & Prediction Aids

CRASOC2 Portal asa
base capability % Iw#l %

Conseguence management
corenOPu ational and

prediction aids: - ->A%%ﬂt gr%a' N(')ﬁg - =

— Redltime, onlinemodeling | P P P ;

by DTRA or other | :

sUpporting analysiscenters 1, Damage Gces  Congequence

— Blueforce C2 vulnerability '~ -
& response modelsfor Do S~ -

HLD operations i | =~

===~ Internet g~ = == <

(“ operational” & “tactical”
ortions which are not defined
oday, integrated with existing

classified strategic models)

Rapid response team

¢ THLD coord Fed agencies®
Q  Netwprk ’) qetworks ’)
~ - DoD Core A

KL \%/‘ 2N\
reachback toHLD -

relevant infor mation ‘/v
— bantd\i\/itdth ant%IJ con;ﬁnt-alclia tive

ortal-1to-por usn, pu

portl o poral push p

— auto-compression Joint Response For ce, National Guard, other




MOPs& MOEs

MOEs for HLD C2 infrastructure: how well does HLD C2 infrastructure...
* move and share information easily across protected boundaries/multiple enclaves?
* Provide adequate security and monitoring across protected boundaries/enclaves?
 Increase multi-user multi-community HLD C2 network utility?

* Provide for easy monitoring and readjustment of QoS and QoS policies during
multiple, simultaneous crisis events?

* Resist performance degradation to most important crisis responders and reachback
sites during sever network disruption from attack and crisis-induced user surge?

MOPs for Threat Assessment and Analysis tools:

* Are tools (eg, collaboration, threat profiling, data mining & patterning, etc) across
multiple HLD communities interoperable, scalable, portable?

Do tools improve/enhance integration of data from disparate sources?

Do tools provide information and situation awareness in a more “operational” sense?
Do tools provide accurate and adequate cues and alerts across communities?

Do tools provide improved operator situational understanding, productivity?

MOPs for HLD C2 tools:

* Are tools provide information and visualization to permit seamless coordination of
operations from the incident scene(s) up through multi-CINCs, multi-Agencies

Do tools provide accurate and adequate cues and alerts across communities?
Do tools provide improved deployed operator productivity through reachback?
Do tools improve decision making capability and productivity?

How well do tools allow HLD mission/status and performance to be visualized ?



What technology will we have
when we are done?

High-assurance, attack-resistant backbone;

The Defense Information Systems Network (DISN) has added a very high
performance, high integrity, 1Pv4/6 backbone in CONUS that isjust becoming
operational. We can create a HL D subnet on the core.

Opportunity to activate diverse, dynamic, assured Quality of Service (QoS) over fixed
or mobile infrastructure

Guarantees [ow latency jitter in highly congested networks (up to 90%) to support
reliable real-time data streams and voice over IP

Next Generation | nformation I nfrastructurefor Coordinated
Response

Enhanced Commercial/DOD interoperability for mobile services (voice, message,
stream, web) for MSS, LMR, 3G Wireless

Software Defined Radios tied to information control mechanisms
Flexible Information Manipulation for Visualization

Threat Assessment and Analysis Tools



